


























HP StorageWorks Secure Key Manager

certificate on one appliance and then copying and pasting that certificate into the management GUI on the
second appliance.

A similar process was performed to establish the trusted relationship between the SKM cluster and the HP
ESL tape library. A wizard-driven process launched from the tape library console (HP Command View) was
used during this phase of the configuration. ESG Lab noted that this wizard was extremely helpful as it
provided hints along the way and checked to make sure that necessary prerequisites were in place.

FIGURE 8. CONFGURING A TRUSTED RELATIONSHIP BETWEEN A TAPE LIBRARY AND AN SKM CLUSTER

At a high level, the same procedure used to establish a two-way trusted relationship between nodes in the
SKM cluster was used to establish a relationship between the SKM cluster and the tape library. That
procedure is as follows:

Generate a certificate on the tape library
Install that certificate on the SKM cluster
Generate a certificate on the SKM cluster
Install that certificate on the tape library

Exchanging certificates creates a trusted relationship so that the tape library can be sure that keys are not
provided by an attacker posing as a key manager. And in the opposite direction, the key manager can be sure
that keys are not provided to an imposter pretending to be a tape library. The wizard used to enter a
certificate during the ESG Lab validation is shown in Figure 9.
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FIGURE 9. ENTERING A CERTIFITACTE AUTHORITY CERTIFICATE

f Key Management Setup Wizard |Z|

Certificate Authority Certificate Entry Page 6 of 16
Enter the cedificate of the signing authartty ...

Please paste the signed cedificate in the field below and click Mext.
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Why This Matters

Ease of installation is important. Complex configurations involving multiple network-attached devices in the
data center can be frustratingly difficult. Time and money is often wasted working through poorly
documented manual installation procedures. While SKM appliance are extremely sophisticated devices
providing advanced cryptographic services, ESG Lab believes that experienced security professionals will
find that initial installation of an SKM solution is intuitive and well documented. Forty-five minutes after
beginning a configuration from scratch on a pre-racked and pre-wired test bed, ESG Lab had encrypted
backup jobs running on an HP ESL tape library with keys provided by a hardened two node SKM cluster.
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Backup Administrator Transparency

After the security team has configured a trusted relationship between HP SKM appliances and established a
policy for how keys will be generated, backup administrators can perform encrypted backup and restore
operations with no change to existing processes.

ESG Lab Testing

ESG Lab performed encrypted backup and restore operations with Veritas NetBackup and HP Data Protector.
The highlighted areas in Figure 10 show the NetBackup and HP SKM logs after a successful encrypted
backup. From a backup administrator's perspective, there was no perceivable difference in the way the
backup job was configured and run.

FIGURE 10. A SUCCESSFUL ENCRYPTED BACKUP

vpe Jo... | Status | Polic
b 4 31 Backup Done 0 encryption...
_'L 32 Backup Done 0 encryption...
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L ——

P KeyClone KC373220ADQ70201021503666830008_DF2

400005 Us = [ [KH_ESLOIT -t s]
4000 KeyExport KC373220ADQ7020102150366 ocC
4000 UserInfo - [TKM_ESLO1] - [Success
400008 Key! 552120C

Y

Veritas NetBackup console Secure Key Manager console

From a security administrator’s perspective, the HP SKM console was used to view the log entries as shown
on the right in Figure 10. ESG Lab noted that every key export operation between SKM and the tape library
was logged. Note the long list of letters and numbers after the word “KeyExport.” That's a value that the SKM
appliances use to track keys internally—it is not the key itself.

The encrypted backup operation was followed by a restore operation using Veritas NetBackup. A comparison
of redirected restore data confirmed that encrypted backups and restores worked flawlessly.

A similar test was performed using HP Data Protector. HP Data Protector backup and restore jobs were
directed at an encrypting partition within the HP ESL tape library. A partition is a group of one or more tape
drives grouped together. Partitions have historically been used to divide a single tape library into a number of
resource pools for a particular application, business unit or backup software package. In this case, partitions
were used to create pools of encrypted LTO-4 tape drives and cartridges.

Encrypted HP Data Protector backup and restore jobs completed without error. From a backup administrator’'s
perspective, there was no change in the way that operations were configured, scheduled, executed and
monitored.
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An attempted restore of an encrypted backup set from a partition that was not configured to receive keys from
the HP SKM cluster was tested. This test was performed to see what it looks like from a backup
administrator’s perspective if a restore of an encrypted tape were attempted without the key. This also shows
what would happen if someone attempted to restore an encrypted tape that was lost or stolen.

FIGURE 11. ATTEMPTING TO RESTORE AN ENCRYPTED TAPE WITHOUT A KEY

[Minor] From: MMA@tkmwinO8.gr hp.com "HP:Ultrium 4-SCSI_1"
[90:54] Tape0:0:2:0
Cannot open device ([19] The media i=s write protected

Why This Matters

Enterprise data may be stored for months or years, so encryption keys must be archived securely and
recovered transparently when needed—without adding complexity for administrators or users. ESG Lab has
confirmed that the initial configuration of plug-and-play SKM appliances is straightforward and intuitive.
Forty-five minutes after beginning the configuration of a pair of pre-wired SKM appliances, Veritas
NetBackup and HP Data Protector backup jobs were storing data on encrypting LTO-4 tape drives. Other
than the initial configuration of the key manager and tape library tape enable encryption, there was no
change in process or procedure from a backup administrator's perspective. As a matter of fact, from that
perspective, there was no change at all.
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Flexible Key Enrollment

An HP SKM cluster can be configured to exchange keys with an HP ETLA tape library using one of three
enrollment policies (note: this part of the configuration process is configured and controlled on the HP tape
library and not the SKM) :

e Don't generate keys
e Generate a unique key for every tape cartridge
e Generate a key shared by one or more tape drives in a partition

An encryption policy which shares one key for all of the tape drives and cartridges in a tape library can be
configured using the last of the options listed above and specifying all of the partitions within the library.

ESG Lab Testing

ESG Lab configured the SKM to provide a single key for all LTO-4 tape drives and cartridges in a Veritas
NetBackup partition (see Figure 11). The LTO-2 tape drive partition was configured for no encryption. Later,
during ESG Lab testing, a more advanced and secure key encryption policy was tested with HP Data
Protector as each tape cartridge was assigned a different key.

FIGURE 12. CONFIGURING A KEY PER TAPE CARTRIDGE

4 Attribute Name Attribute Value /\

HPE440069002) &
HPE440069003| NE

ML 24uMaster .ﬂ

IKeyGenPolicy

.-

Savel Cancel |

Key Generation Policies:
Key per Partition (KP)

No Encryption (NE)

Key per Tape (KT)

Why This Matters

SKM appliances can supply keys for one or more tape drives, all the tape drives within a library or one for
each and every tape cartridge within a library. More keys leads to better security. To illustrate this concept,
consider an accounting firm with confidential financial data for hundreds of clients residing in filing cabinets
throughout an office complex. A different key for each filing cabinet is clearly more secure than a single key
for the entire office. ESG Lab has confirmed that with an HP SKM solution, it's no harder to manage a single
key than a dozen, hundreds or thousands of keys. As a matter of fact, after SKM appliances and a tape
library have been configured, the policy in effect is totally transparent to backup administrators.
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Clustered Fault Tolerance

Two or more HP SKM appliances can be configured in a cluster for fault tolerance. Appliances may be
located in the same facility connected over a local area network, in different facilities connected over a wide
area network or a combination of both. Keys and policies are replicated automatically for fault tolerance.

ESG Lab Testing
ESG Lab began testing using a two node cluster in the Fort Collins facility. A third SKM appliance located in
Colorado Springs was configured for increased fault tolerance as shown in Figure 13.

FIGURE 13. TESTING CLUSTERING AND FAULT TOLERANCE

Fort Collins Colorado Springs

‘L AN i/

Key management cluster

A policy change was made using the HP SKM console accessed through one of the appliances in Fort
Collins. The appliance at the remote site in Colorado Springs was checked two minutes later. ESG confirmed
that keys and policies had been automatically replicated on all appliances in the cluster.

One of the appliances was turned off to simulate a hardware failure. Encrypted backup and restore
operations completed without error. The second appliance was turned off to simulate a site failure in the Fort
Collins facility. After the simulated disaster in Fort Collins, encrypted tapes were restored using a copy of the
keys in Colorado Springs.

Why This Matters

If all of your keys are safely housed within a secure key management appliance in a single location and
that location experiences a fire, flood or other natural disaster, there is no way to recover your data—even
if the tapes are safe and secure in a second location. This is an extremely important consideration when
planning an encryption solution. In other words, if you lose your keys, you've lost your data. ESG Lab has
confirmed that SKM appliances can be configured in an N-way fault tolerant cluster with one or more of
the appliances located at a remote site. Having SKM appliances at a remote site not only enables a high
level of security, it also provides a highly available copy of the keys.
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Role Based Administration and Secure Logging

The HP SKM console can be configured to support a number of administrative accounts at different levels of
authority. Security professionals can use this role-based administrative capability to create a separation of
roles or a division of roles.

ESG Lab Testing
ESG Lab tested role based administration after configuring three users on the SKM console:

1. A security officer with all rights
2. A security administrator with all rights except the ability to backup keys and certificates

ESG Lab logged on as the security administrator and tried to backup keys. As expected, the request failed
with insufficient rights. Key and authorization policy changes were configured to require multiple credentials
from a security officer and a security administrator. An attempt to delete a key named aes256key presented
in the screen shown in Figure 14. The key deletion completed as expected after the second set of credentials
had been provided.

FIGURE 14. TWO LEVELS OF AUTHORIZATION FOR CRITICAL OPERATIONS

Confirmation Required

Multiple Credentials

The following changes will be made
+ Delete key: aes256Key

As a security precaution, approval from multiple administrators is requir
changes may adversely affect the functionality of this device

Current Administrator: admin

Administrator #2 Username: |admin2 v

Administrator #2 Password:

Why This Matters

Data confidentiality technologies like tape encryption and key management raise an obvious set of
questions: Who has access to the data and what type of threat do they pose? When this discussion is
focused on internal threats, the next logical step is to examine processes and technologies for user
provisioning, access control, management and auditing. ESG Lab has confirmed that SKM appliances can
be configured to authorize and audit key management actions taken by security officers, security
administrators and backup administrators and that log data cannot be altered without leaving evidence.
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ESG Lab Validation Highlights

|
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ESG Lab has confirmed that the SKM is a hardened appliance with tamper evident packaging and
two physical keys on the front panel.

A pair of pre-wired SKM appliances was configured from scratch and providing keys for encrypting
LTO-4 drives alongside legacy LTO-2 drives in an HP ESL tape library in 45 minutes.

Encrypted backup and restore operations were performed with Veritas NetBackup and HP Data
Protector. In each case, there was no change to existing processes and procedures from a backup
administrator’s perspective.

An attempted restore of an encrypted LTO-4 drive without a key failed as expected.

A key enrollment policy—which provided a single key for all of the tapes in a partition—and policy
which assigned a unique key for every tape cartridge were tested.

Clustered fault tolerance was tested by simulating a key manager appliance failure and a simulated
primary data center failure. Encrypted backup and restore operations continued to work with the
alternate HP SKM providing the keys.

Role-based administration was used to grant backup and export key authority to a security officer and
deny it for a security administrator.

Issues to Consider

4]

Scalability. ESG Research indicates that early adopters of tape encryption tend to start with a few
encrypting devices and a simple key policy (e.g., one key per tape library). As organizations grow
comfortable with encryption and key management technology, ESG recommends a stronger key
allocation policy (e.g., one per tape cartridge) as a best practice for increased depth of security.
This greatly increases the number of keys under management. For organizations looking to grow
into these best practices, a key management solution must not only be as easy and transparent for
one key as it is for thousands of keys, it must also be able to scale. The first version of the HP SKM
appliance can scale to handle up to 100,000 keys. Up to 20 appliances can be configured in a fault
tolerant cluster with each appliance adding support for up to five tape libraries—with each library
configured to hold up to the maximum number of supported tape drives.

Support for heterogeneous encrypting devices. Centralized HP key management is currently limited
to tape libraries and LTO-4 tape drives from HP. Large organizations with a mix of tape libraries
from multiple vendors or aggressive plans to add encryption elsewhere in the IT infrastructure
should work with HP to understand its product support roadmap and custom integration capabilities.
It should be noted that HP's long term plan is to add support for additional encryption clients to its
SKM appliance over time—future integration requirements may overlap with the HP SKM roadmap.

Key management standards support. As of this writing, there are no industry standards for key
management integration or communications. Users must understand that this lack of standards
means that integration between key management solutions and encrypting devices may require
custom integration on a one-off basis. Fortunately, there are several industry efforts to alleviate this
situation, including the IEEE P1619-3 subcommittee, the OASIS Enterprise Key Management
Initiative (EKMI) and efforts by the Trusted Computing Group (TCG). Large organizations with key
management needs should follow key management standards progress and work with vendors, like
HP, that are committed to these standards initiatives.

Strong authentication. At this time, HP SKM administrator authentication is limited to user name and
password. While the SKM does provide strong password and password rotation policy enforcement,
high-security organizations may demand a stronger alternative. The HP SKM roadmap does include
integration with strong authentication technologies such as security tokens, smartcards and
biometrics. CISOs should consult HP in order to map security needs with HP product release
schedules.
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ESG Lab’s View

To some extent, key management knowledge, requirements and products are a work in process—only a few
years old, but maturing very quickly. Even at this stage of key management evolution, a few things are
already clear. First, key management systems must be exceedingly secure from the physical hardware,
through communications, to day-to-day operations. Second, key management services must always be
available across distributed networks requiring technologies such as clustering and distributed databases.
Finally, key management services must provide the benefits associated with data encryption without adding
architectural, technology or process complexity.

In the course of its validation testing, ESG Lab consciously examined the HP SKM appliance by assuming the
role of a CISO and an IT manager responsible for backup operations. With these dual perspectives in mind,
ESG found that the HP SKM met all core security and IT operational requirements.

From a security perspective, ESG Lab testing confirms that HP has taken great care to ensure that the HP
SKM enables strong security. The product is shipped as a tamper-evident appliance with an initial
configuration hardened by default. It would be difficult, if not impossible, for the system to be manipulated
maliciously to compromise “out-of-the-box” security. Installation of the product is extremely straightforward.
Aside from specific security operations like installing digital certificates and setting up trust relationships
between systems, the HP SKM was no more difficult to implement than other types of network appliances.
The project included a validation test of HP SKM availability. ESG configured a grid of SKMs where two
systems resided on a local LAN while another was located across a WAN link at a remote facility. ESG Lab
personnel were able to take one of these systems offline and still retrieve a key from an alternate node and
restore the data stored on an encrypted tape.

ESG found that the key management commands and menus were intuitive—they required no special security
skills, while still offering strong security. In testing the product’s role-based access control features, an ESG
technician acting in the role of a security administrator was not able to back up encryption keys—a task
assigned exclusively to senior security staff. Finally, ESG was able to view all system activity through digitally
signed log files. ESG Lab’s testers could configure log data for reporting purposes, but were unable to alter
logs in any way.

In assuming the role of a backup administrator, no news was actually the best news. The HP SKM
installation requires some cooperation between security and storage groups, but once the product is installed,
ESG witnessed seamless backup operations where encryption and key management were completely
transparent to normal operations. ESG tested the HP SKM using industry standard backup software (Veritas
NetBackup and HP Data Protector). In all cases, there was no discernable difference—backup/restore
processes were unaltered and if there was any performance impact at all, it was certainly too small to be
noticeable.

The HP SKM worked flawlessly with HP ETLA tape libraries running encryption capable LTO-4 drives
alongside legacy LTO-2 tape drives. This makes the product a good fit for existing HP customers or
companies looking for a solution for tape backup, encryption and key management. Additionally, HP plans to
integrate its key management platform with additional encryption technologies over time. ESG believes that
the product's combination of strong security, enterprise-class scalability/availability and sound product
roadmap make the HP SKM an intelligent choice for security-conscious enterprises.
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Appendix

CONFIGURATION DETAILS

| Key Management | Three HP SKM appliances, version 1.1
| Tape Library | HP ESL712
| Tape Drives | Four encrypting LTO-4 drives, 2 legacy LTO-2 drives
Backup software HP Data Protector, version 6.0; Veritas NetBackup,
version 6.0
Servers HP DL320, 3 GHz Pentium , 1 GB RAM, Windows
2003, SP2
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